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Technologies

• OpenID

◦ Open standard and decentralized authentication protocol

• Keycloak

◦ Open source Identity and Access Management solution

◦ Single-Sign On, Identity Brokering and Social Login, User Federation, Client Adapters

◦ Admin Console, Account Management Console, Standard Protocols, Authorization Services

• iRODS

◦ The Integrated Rule-Oriented Data System is open source data management software

◦ Aimed at deployment in mission critical environments

◦ Virtualizes data storage resources

◦ Supports microservices, storage systems, authentication, networking, databases, rule 
engines, and an extensible API

INTRODUCTION
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High-level description

• The standard solutions for iRODS OpenID authentification send tokens using the
username field

• This username field has a maximum length of 1024+64 bytes

• Keycloak provides non-opaque JWT tokens with extensive information, with
signature. Tokens exceed the length mentioned above

(typical: 1200 bytes, up to 65000 bytes)

• The iRODS / Keycloak combination, due to the issue above, produces an iRODS
error when the token is sent from client to server: USER_PACKSTRUCT_INPUT_ERR

PROBLEM STATEMENT
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Diagram

PROBLEM STATEMENT
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• Depending on whether the user is available or not:

A) For web-based applications interfacing directly with the user

◦ Use parallel execution to perform the query in the background,

◦ While the user is led through the authentification

◦ Send the data to the user once it is gathered.

B) For back-end applications, the solution above is not applicable.

◦ Implement opaque tokens in microservice by accepting a hash of the token.

◦ Pre-authorize the token by talking to microservice before submitting to iRODS.

◦ Optimization: hash token in iRODS libraries if >1024 bytes.

SOLUTIONS
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CONSORTIUM
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